
 

 

Course title: Introduction to Cybersecurity | Prep Course  

Course Duration: 24 hours 

 

 

1. Introduction to Cybersecurity 

2. Malware (How does malware work?) 

3. Phishing (How phishing attacks work) 

4. Open-Source Intelligence (OSINT) 

5. Defense (Personal devices and accounts) 

6. Vulnerabilities and attacks 

7. Web Application Attacks 1 (File Upload) 

8. Web Application Attacks 2 (XSS) 

9. Web Application Attacks 3 (SQL Injection) 

10. Defense (Infrastructure) 

11. CTF practice day 1 

12. CTF practice day 2 

 


